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With the development of communication technologies，smart phone has became 
the moment which all major mobile phone manufacturers contested. It is also 
contributed to the popularity of smartphone. However, along with the improvement of 
smart phone functions, the use of mobile phones for fraud, libel, forgery and other 
criminal activities are not uncommon. The mobile forensics is an effective means to 
against such criminal activity. This article is based on the study and design of the 
smartphone remote forensics system. 
Firstly, this paper studies the relevant background, elaborates reserches at home 
and broad, sums up the future development of mobile phone forensics, and then 
outlines the basic knowledge of Symbian OS, which does a good preparation for 
further research and functional analysis. This paper puts forward overall goal of the 
system, designs total structure of system and has in-depth study in each module. 
These modules include: information retrieving module, information monitor module, 
information transmission module and SMS control module.  
Secondly, this paper studies information extraction technology and achieves the 
information of SMS, GPS,contacts, communications records. Also, this paper studies 
the information monitor technology and achieves the monitor of SMS, Contacts and 
phone call. Then this paper studies the information transmission based on OBEX 
Bluetooth between the phone and PC server. 
This paper designs and implements a complete Smartphone remote forensics 
system base on Symbian OS. It has gone through repeated testing and perfecting. The 
system not only implements the smart phone remote forensics, but also can monitor 
and control the phone. Also, The study in this paper is having a practical significance 
and practical value. 
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